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Was ist Netzwerk-Forensik?

“Network forensics is a sub-branch of digital forensics
relating to the monitoring and analysis of computer network
traffic for the purposes of information gathering, legal
evidence, or intrusion detection. Unlike other areas of digital
forensics, network investigations deal with volatile and
dynamic information. Network traffic is transmitted and then
lost, so network forensics is often a pro-active investigation.”

UNIVERSITY OF APPLIED SCIENCES

FH AACHEN

Teilgebiet der IT-Forensik

= Uberwachung & Analyse von Netzwerkverkehr

Flichtige und dynamische Daten

Proaktives Verfahren
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Warum Netzwerk-Forensik?

= Malware verrat sich im Netzwerk
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= Orten von Netzangriffen

Internen Angriff aufdecken
= Genaue Rekonstruktion von Vorfallen

= Pravention und Gegenmalinhahmen

Integre Daten
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Ziele

= Methoden der Netzwerk-Forensik untersuchen
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= Anwendung dieser Methoden an
Beispielszenarien

= Analyse und Pravention von Malware
= Netzwerk auf Angriffe vorbereiten

= Best Practice
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" Beispiel: CACAOWEB

= Plug-in far Browser

o lgnoriert Wartezeit und Geschwindigkeitslimit
o Einsatz: unbegrenzt Videos gucken auf kinox.to
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Start sharing your videos Upload and make money!

cacaoweb is a free plugin to watch, share and host wdeos and files online in streaming. Try now!

& \Watch your favonte movies and TV shows in streaming

® |pload and share your files and videos with the world

® et nd of ime limits, ke with megavideo, videobb, videozer, efc.
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" Beispiel: CACAOWEB
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= Nach der Installation:

o Befindet sich im Autostart
o Prozess ohne sichtbares Fenster
= Ansonsten nichts Auffalliges

Applications | Processes | performance | Metworking | Users

Image Mame
System

lsass.exe
gychost, exe
SMSS, EXE
C5M55, EXE
winlogon.exe

e

Liser Name
SYSTEM

cacaowehb exe SYSTEM

gﬂ cacaoweb.exe remone

SYSTEM
SYSTEM
SYSTEM

CWOTEERA
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" Beispiel: CACAOWEB

= Netzverkehr-Uberprufung:

o Offnet Ports
o Stellt eine Internetverbindung her
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B cacaoweb.exe: 3032 Properties

Image | Petformance | Performance Graph || Disk and Metwork Threads! TCR{IP |Security Ervvironment | Strings

[ Resolve addresses
F Local Address Remate Address State
TCP 192168.1.2:4535 311315215980 SYN_SENT
TCP 192.168.1.3:4540 31.131.5213:80 SYN_SENT
TCP 192.168.1.3:4541 31.13.5218:80 SYN_SENT
TCP 192.168.1.3:4542 31.13.5218:80 SYN_SENT

Thread stack. at time port was opened Stack

OK ] [ Cancel
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Beispiel

CACAOWEB
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= Genauere Analyse per Wireshark £
nauere An r Wir r 2
<
<
) T
- ™
o FUhrt UDP-Flood Attacken durch
- M I [l thxpcap [Wireshark 162 (SWN Rev 38331 from /trunk-1.6)] = |8 =
a Ware File Edit View Go (Capture Analyze Statistics Telephonz Tools Internals Help
= Teil ei B = O EExXxfe aesaTFiEEQQaan #2% -
ell eines Botnetzes | _ - —
Filter: Expression... Clear Apply
Destination Protocol  Length  Info -
192.168.206.128 UDP 60 Source port: iadl Destination port: advant-Tm
192.168.206.128 UDP 60 source port: iadl Destination port: advant-Tm
192.168.206.128 UDP 60 Source port: iadl Destination port: advant-Tm
192.[}63.206.123 UDP 60 Source port: iadl Destination port: advant-Tm
192.168.206.128 uDpP 3 2 : 2
192.168.206.128 ubpP 845 source port: jadl Destination port: advant-1m
- - - - 76.73.18. 50 DNS '.l-'.-iFTTFﬁ'.m"iﬂl‘FEi‘lmﬁl
o Z I - t I f Im m 192.168.206.128 DNS Standard guery response A 31.131.5.218 A 31.131.5.219
Ie - I a. Ia_ I - CO 31.131.5.219 TCP 62 cr-websystems > http [5YN] Seg=0 Win=65535 Len=0 M55=
31.131.5.218 TCP 62 precise-sft = http [5YN] Seq=0 win=65535 Len=0 Ms5=14 |
192.168.206.128 uUDP 60 source port: iadl Destination port: advant-Tm !
192.168.206.128 UDP 60 Source port: iadl Destination port: advant-Tm
.75.154.165 UDP 54 source port: advant-Im Destination port: 1027 =
UDP 54 source port: advant-Im Destination port: 1024
UDP 53 Source port: advant-Tm Destination port 62959 e
] - — = —m = = ———r
0000 00 7f 08 00 45 00 I TIG 1 E. a
0010 03 3f 87 d4 3b 6d cO a8 SR R R ol | r
0020 «ce 80 04 06 08 7 OCc B1L g ....... S ke
0030 0Ob cé6 3c f5 d9 68 74 B .. <. .00 L Bht
0040 74 70 3a 2f 2f 69 74 61 tp //1ta Tia-film
0050 2e 63 of 6d 2f 66 69 6C .com/fi1 m-dramma
0060 74 69 63 69 2f 33 38 37 t'ic‘i/38?’ -i-banch
0070 69 65 72 69 2d 64 69 2d ieri-di- dio.html
0080 01 17 68 74 74 70 3a 2f . http:/ fitalia-
0090 66 69 6c 6d 2e 63 6f 6d 2f 01 &1 26 41 63 63 65 film.com /..&Acce
00a0 70 74 3a 20 69 6d 61 67 65 2f 67 69 66 2c 20 69 pt: imag e/g'l'F i
00b0 6d 61 67 65 2f 6a 70 65 67 2c 20 69 6d 61 67 65 | mage/jpe g, image
00cO 2f 70 6a 70 65 67 2c 20 69 6d 61 67 65 2f 70 6a | i o
| File: "C\Users\tsukasa\Downloads\thi.pcap... | Packets: 662 Displayed: 662 Marked: 0 Load t... | Profile: Default
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Fazit

= Mehr als 540.000 Bots

o >2 Milliarden im Internet?
o~ 1, Online
o 0,1% In diesem Botnhetz
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= Wichtiges Teilgebiet
= Wachsender Zweig

= Hand in Hand mit der Host-Forensik

1Quelle:internetworldstats.com
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Fragen?
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