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Volatility ist ein freies Untersuchungstool zur Extraktion von Artefakten in
einem RAM Image. Wird u.a. zur Ermittlung von Malware auf einem Rechner
verwendet.

Wichtige Funktionen:
= Anzeige auf dem System laufender Prozesse
= Netzwerkverbindungen

= Geladene DLLs

= Kommandozeilen-Tool
= In Python geschrieben

= Unter GNU (General Public License) veroffentlicht
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Volatility Nachtelle

e C\Windows\systern32\cmd exe |£|E|i:—hj

= Kommandozeilen-Tool
C:sUola>volatility.exe —f zeus.umem ——output-file=pslist.txt pslist

Uolatile Systems Uolatility Framework 2.8

C:xUola*volatility.exe —f zeus.vmem procexedump —p 844 -D _/dump

O U mstan d I iCh Uolatile Systems Uolatility Framework 2.8

Dumping vmacthlp.exe, pid: 844 output: executable.844.exe

UNIVERSITY OF APPLIED SCIENCES

FH AACHEN

“Uola>volatility.exe —f zeus.umem procexedump —p 856 -D .~/dump

O Re I ativ Ian gsam Uolatile Systems Uplatility Framework 2.8

Dumping svchost._exe, pid: 856 output: executable.B56.exe

C:sUola>volatility.exe —f zeus.vmem procexedump —p 124 -D . /dump

0 N iCht geeig net fu r n iCht Uolatile Systems Uolatility Framework 2.8

Error: PEB not memory resident for process [124]

: C:sUola>volatility.exe —f zeus.vmem procexedump —p 468 -D . dump
Ve rSIerte en utzer Uolatile Systems Uolatility Framework 2.8
Dumping wuauclt.exe, pid: 468 output: executable.468.exe

C:xUola>_

| pslist.txt - Editor | =HACT &J

= Speicherung von Daten

Datei Bearbeiten Format Ansicht 7
- offset(v) Name PID PPID Thds Hnds Time -
H Ausg abe In 0x810b1660 System 4 0 58 379 1970-01-01 00:00:00
0xff2ab020 smss. exe 544 4 3 21 2010-08-11 06:06:21
- oxfflecdal csrss.exe 608 544 10 410 2010-08-11 06:06:23
0xfflec978 winlogon. exe 632 544 24 536 2010-08-11 06:06:23
OI I ll I lan Ozel e a S - X 0xff247020 servicCes.exe 67 632 16 2B8 2010-08-11 06:06:24
0xff255020 Tsass.exe 688 632 21 405 2010-08-11 06:06:24
- 0xff218230 vmacthlp.exe 844 67 1 7 2010-08-11 06:06:24
0x80ff88d8 svchost. exe 856 67 29 336 2010-08-11 06:06:24
SpeIC er ar 0xff217560 svchost. exe 936 67 11 288 2010-08-11 06:06:24
0x80fbf910 svchost. exe 1028 676 88 1424 2010-08-11 06:06:24 F
0xff22d558 svchost. exe 1088 67 7 93 2010-08-11 06:06:25
0xTf203b80 svchost. exe 1148 67 15 217 2010-08-11 06:06:26
- 0xffld7da0 spoolsv. exe 1432 67 14 145 2010-08-11 06:06:26
Oxff1b8b28 wvmtoolsd. exe 1668 67 5 225 2010-08-11 06:06:35
[ | e r e I C e n VO n a e n Oxff1fdc88 wMupgradeHelper 1788 67 5 112 2010-08-11 06:06:38
0xff143b28 TPAUToCONNSVC. e 1968 67 5 106 2010-08-11 06:06:39
0xff25a7el alg.exe 216 67 8 120 2010-08-11 06:06:39
0xff364310 wscntfy. exe 888 1028 1 40 2010-08-11 06:06:49
OX‘FFEBbgFE TPAutg‘Jcor‘lr‘lect.e 1084 1968 1 68 2010-08-11 06:06:52
0xB80f60dald wuauclt. exe 1732 1028 7 189 2010-08-11 06:07:44
O M USS m an u e I I e m aCht OxFF3865d0 explorer.exe 1724 1708 13 326 2010-08-11 06:09:29
0xff3667e8 vMwareTray.exe 432 1724 1 60 2010-08-11 06:09:31
0xff374980 vMwareUser.exe 452 1724 ] 207 2010-08-11 06:09:32
0x80T94588 wuauclt. exe 468 1028 4 142 2010-08-11 06:09:37
We rden 0xff224020 cmd.exe 124 1668 0 -—- 2010-08-15 19:17:55
« " r
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"= Volatility GUI (VOLIX)

Ziele der GUI

= Einfachere Bedienung von Volatility

UNIVERSITY OF APPLIED SCIENCES

FH AACHEN

= GUI Bedienung ist intuitiver

o Mehrere Befehle werden in einfache Schritte
zusammengefasst

= Gesteigerte Geschwindigkeit bei Analysen
= Leichtere Vergleichbarkeit von Ergebnissen

= Speicherung der Daten

= Speicherung in Datenbank
o Export / Import von Ergebnissen

= Hilfestellung

= Neue Funktionen, welche mit Volatility nicht mdglich sind
(oder nur sehr schwer)
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File Dump Help o
zz
w =
[ Ram-Image S=8 32
Ram-Image: <=
3
Cilsers\ddmin\Documentsizeus vmem
Functions Imagelnfo
(] An e ———
— £ L
i - Profile: A
LJ kdbgscann Layer: JKIA32PagedMemonyPae (Kemel AS)
[ | kpecrscan
l:' pslist Layer2: FileAddressSpace (CUsers\ddminiDocumentsizeus vmem)
[ | dillist
l:| —pid PAE Type: PAE KUser shared data: 0xfFdf0000L
| | pstree
DTE: 0x319000 Image date and time: 2010-08-1519:17:56
KDBG: 1B0544cell Image local date and time:  2010-08-15 19:17:56
KPCR: Oxffdff000L Mumber of Processors: 1
Image Type: Semnvice Pack 2
Cancel Load

Ready

L
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= Einfaches Dumpen aller Prozesse im Image Uber einen Klick
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File gui¥lgyls] -
Dump all DLLs PsList EEE
Dump all Processes to Exe (procexedump)
Dump all Processes to Exe (procmemdump)
MNarme TSI L1 ] I | FIC | FPFID | Threads | Handles | Time Created | Time Exited |
oo O - — = o B e S = e
SIMSS.exe Oxff2ab020 0 544 4 3 21 Z2010-08-11 06:06... running |""
CSISS.exe Oxff1ecdal 0 G608 hdd 10 410 2010-08-11 06:06... running R,
winlogon.exe Oxff1ec@va 0 632 544 24 536 2010-08-11 06:06... running
senices. exe OxfF247020 0 GTE 632 16 288 2010-08-11 06:06... running
Isass.exe Oxff255020 0 Gaa 632 21 405 2010-08-11 06:06... running
vmacthlp.exe Oxff218230 0 844 B¥E 1 37 2010-08-11 06:06... running
svchost exe Ox80ffa8da 0 856 G¥E6 29 336 2010-08-11 06:06... running
svchost.exe Oxff217560 0 936 yils] 11 288 2010-08-11 06:06... running
swchost exe 0x80fDfa10 0 2010-08-11 06:06__. running
svchost.exe Oxff22d558 0 1088 B¥E T 93 2010-08-11 06:06... running
svchost exe Oxff203b80 0 1148 676 15 217 2010-08-11 06:06... running
spoolsv.exe Oxff1d7dal 0 1432 B¥E 14 145 2010-08-11 06:06... running
vmitoolsd exe Oxff1b8b28 0 1668 676 5 225 2010-08-11 06:06... running
VMUpgradeHelper Oxff1fdcB8 0 1788 B¥6 E) 112 2010-08-11 06:06... running
TPAUWOConnSve.e Oxff143b28 0 1968 GTE 5 106 2010-08-11 06:06... running
alg.exe Oxff25a7el 0 216 B¥6 5] 120 2010-08-11 06:06... running
wscnify. exe Oxff364310 0 g88 1028 1 40 2010-08-11 08:06... running
TPAuUtoConnect.e Oxffagnafa 0 1084 1968 1 68 Z2010-08-11 06:06... running
wuauclt.exe Ox80f60dan 0 1732 1028 T 189 2010-08-11 06:07... running
explorer.exe Oxff3865d0 0 1724 1708 13 326 2010-08-11 06:09._. running
YWiMwareTray.exe Oxff3667ed 0 432 1724 1 60 2010-08-11 06:09... running
VMwarellser.exe Oxff37 4980 0 452 1724 8 207 2010-08-11 06:09._. running
wuauclt.exe Ox80fa4588 0 468 1028 4 142 2010-08-11 06:09... running
cmd. exe Oxff224020 0 124 1668 0 -1 2010-08-15 1917 .. running
cmd. exe 0 0x062238020 124 1668 0 0 2010-08-1519:17... 2010-08-15... _F
VMip exe 0 0x069a7328 1944 124 0 0 2010-08-151917__. 2010-08-15_ . |'l’
Ready
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File Dump Help |
EJ Ram-Image ﬁ DLLs loaded by process E@B z
> KdbgScann [=J=]x) PID: 676 5
Potential KDBG structures: g
= ==r==—(|] CMD Line: CAWINDOWS\system32\senices exe
3 PsList m=E . i
Mctive process heads found: Senvice Pack: Senvice Pack 2
MName | Offset(V) | Offset(P) |PID |PPID |Thre.. | Handles | Time Created | Time Exit...
System 0x310b16... O 4 0 58 379 1970-01-010.. running Base | Size | Path |
Smss.exe 0xff2ab0z0 O 544 4 3 21 2010-08-110... running Ox7 710000 0x046000 CAWINDOWS\system32\GDI132.dlI |¢
CSrSs.exe Oxfflecdald 0 608 544 10 410 2010-08-110.. running 0x¥69c0000 0x0b3000 CAWINDOWS\system32WSERENV.dII
winlogon.exe  Oxffeca7s 0 632 544 24 536 2010-08-110.. running 0x758e0000) L0 : =
SEMViCes.exe 0xff247020 0 676 632 16 288 2010-08-110.. running 0x776c000(
Isass.exe Dxff255020 0 688 : : 2010-08-110... running 0x758c000C
vmacthlp.exe  0xf218230 0 844 676 1 37 2010-08-110.. running OX7E360000 - OLL (DIDum 32WINSTA.dI
svchost.exe oxa0ffaada 0 856 G756 29 336 2010-08-110... running 0x5b86000( P - 2 32INETAPIZ2.dII
svchost.exe 0xff217560 O 936 676 11 288 2010-08-110.. running 0x5f770000 0x00c000 CAWINDOWS\system22\NCObjAP1.DLL
svchost.exe 0x80fbfg10 0 1028 676 88 1424 2010-08-110... running 0x76080000 0x065000 CAWINDOWS\system32WMSVCPED.dIl
sychost.exe 0xff22d558 0 1088 B76 7 93 2010-08-110.. running 0x5cb70000 Ox026000 CAWINDOWS\system32\3himEng.dll
svchost.exe 0xff203080 0 1148 676 15 217 2010-08-110.. running 0xGf880000 0x1ca000 CAWINDOWS\AppPatch\AcGenral.DLL
spoolsv.exe Oxff1d7dal O 1432 576 14 145 2010-08-110... running 0x7 6040000 0x02d000 CAWINDOWS\system320WWINMM.dil .
vmtoolsd.exe  OxffMb8b28 0 1668 676 5 225 2010-08-110.. running L7 7420000 012000 CANINDOWS\svstem32\ole32.dil
VMUpgradeH.. Oxfifdc& 0 1788 676 5 112 2010-08-110.. running
TPAutoConn..  0xf143b28 0 1968 676 5 106 2010-08-110.. running PID: 538
alg.exe 0xff25a7e0 0O 216 G676 8 120 2010-08-110... running
wsCnify.exe Oxff364310 V] 888 1028 1 40 2010-08-110... running CMD Line: COWINDOWS\system32isass.exe
TPAutoConne.. Oxf28b5f8 0 1084 1988 1 §8 2010-08-110.. running
wuauclt.exe 0x20f60da0 0 1732 1028 7 189 2010-08-110.. running : . )
=1 Pack: 5 Pack 2
explorerexe  OxT3865d0 O 1724 1708 13 326 2010-08-110.. running srice Fac srvice Fac
WiMwareTray.e... 0Oxf3667e8 0 432 1724 1 60 2010-08-110... running
VMwareUser... 0xf374980 0 452 1724 8 207 2010-08-110.. running Base | size | Path [
wuaucl.exe 0x80f94588 0O 468 1028 4 142 2010-08-110... running 0x7c900000 0x0b0000 CAWINDOWSisystemazintdildi |‘
Emgg:: gmzmzu ngBESBD Ei 122: g S 331333121 ;“D';"E:I‘Uge_ 0x7c800000  0x0f4000 CWINDOWS\system32\kernel32.dll
p— g e B e 0x77dd0000 0x09b000 CWINDOWS\system32\ADVAPI32.dIl
P. 0x77e70000 0x091000 CWINDOWS\system32\RPCRT4. dll
0x75730000 0x0b4000 CWINDOWS\system32\LSASRY.dil
0x77c10000 0x052000 C:WINDOWS\systema2imsvert.dil
0x77fe0000 0x011000 CWINDOWS\systema2\Secur32.dil
0x77d40000 0x090000 CWINDOWS\systema2\USERA2 dll
0x77F10000 0x046000 CWINDOWS\system32\GDI32. dIl
0x74440000 0x06a000 CWINDOWS\system32\SAMSRY dil
0x76790000 0x00c000 CWINDOWS\system32\cryptdil.dil
0x76f20000 0x027000 CWINDOWS\system32\DNSAPL.dII b
N¥ 71 ahnnnn M1 70NN C-MANIRIDMAA Sl e vctam TS 2 29 Al 5
Ready
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" Vereinfachung von Schritten,
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welche mit Volatility nur schwer moglich sind z
2
-’ =] <
voudl 4 e I / iy == 3
File Dump Database Help
ﬁ DLLs loaded by process EB
PID: 676
CMD Line: CAWINDOWS\system32\senvices. exe
Senvice Pack Service Pack 2
Base | Size | Path [
X F FTTULILT URUEOUL LWV RV SSSYSIETTTIS 2N U5 L Ul |‘
0x769c0000 0x0b3000 CAWINDOWSisystem32WSEREMY Il

0x758e0000 0x050000 CAWINDOWS\system32\SCESRY . dil
0x7 760000 0x011000 CAWINDOWS\system32WUTHZ dll
0x758c0000 CAWINDOWS\system32umpnpmar.dll

0x76360000 List processes that use this DLL CAWINDOWS\system32WINSTA.dI

0x50860000 Dump all Processes that use this DLL AWINDOWS\system32ANETARPIZ2 dll

OxbfF 70000 Dump DLL (DIDump) AWINDOWSisystem 32N CODbJARPI.DLL

0x76080000 o CAWINDOWS\system32AMSVCPED. dl

0x5cb70000 0x026000 CAWINDOWS\system32\ShimEng.dil

OxG6fa80000 0x1ca0doo CAWINDOWS\WppPatch\AcGenral. DLL

0x76b40000 0x02d000 CANINDOWS\system320WVINMM. dII

0x774e0000 0x13c000 CANINDOWSisystem32io0le32.dlI v
Ready

— e &
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Weitere GUI Moglichkeiten

Features welche noch nicht implementiert sind:

Batch Analyse von Images

Statistiken zu analysierten Images

Grafische Auswertung durch Diagramme

= Vergleich, welcher Prozess wie viele Netzwerkverbindungen offen hat

Verbindungs-Diagramme

o Welche Prozesse sind Uber welche DLLs miteinander verknupft?
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Projekt-Webseite
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= http://www.it-forensik.fh-aachen.de/

= Im Menu ,,Projekte*

(1 e
0 i Forensikfs a0
M MFH Aachen St -
L] ;

HAUPTMENU

Startseite
Veranstaltungen
Projekte

DIRECT

VOLIX
Archiv
Pressemeldungen
Kontakt
Impressum

Volatility Interface & Extension
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Danke fur lhre
Aufmerksamkeit!
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