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»Ein Smartphone bitte...“

‘Worldwide smart phone market
Shipments by platform, full year 2011
- Full year
Smartphone-Absatz steigt rasant an Gt
PMatform shipments Share (¥) Q41170410
Absatz in Deutschland | Umsatz in Deutschland Teaal LR S L
Angaben in Mio. Stiick | Angaben in Mrd. Euro Android e ABEE L4d18
) 05 93.1 19.1% 96.0%|
11'8 Symbian 801 16.4% -29.1%|
BlackBerry 4 10.5% 5.0%|
4’1 bada 13.2 7% 183.1%|
Windows Phone 6.8 1.4% -43.3%|
+13% Others 5.4 1.1% 14.4%
+37%
Source: Canalys estimates © Canalys 2012
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#1 - Plattformen & Hersteller
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Plattformen

Messages (3)

SAMSUNG
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iDevices Hardware

iPhone 3GS iPhone 4
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Fake Phones & ...
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#3 — Betriebssysteme




Smartphone Betriebssysteme

Symbian

(Nokia, Samsung, LG, Sony Ericsson, etc.)

Symbian Platform

Symbiana ‘ Symbiana3 ‘

Research in Motion BlackBerry OS
(BlackBerry)

Apple iPhone 0S

(iPhone, iPod Touch, iPad)

1 20 22 (30| 31
[ 115 [ 11a | 115 (204 202 ! 224|304 [302 [318] 2

Microsoft Windows CE
s ete)

Microsoft Windows Phone 7

60 61 7.0 1xBranch 2xBranch 3xBranch d.xBranch
1

Linux - Smartphones
(HTC, Samsung, LG, Toshiba, Sony Ericsson, Dell, Acer, etc.) (Nokia) (Nokia, LG, Intel, etc)
Google Android

10/1.1Branch

Google Chrome 0S/(
Alpha Stages

Linux - Netbooks

Apple iOS Versions

GSM
1.0.0 1.0.1 1.02 111 1.1.2 1.13
114 2.0.0 2.0.1 2.0.2 2.1.0 2.2.0
221 3.0.0 3.0.1 3.1.0 3.1.2 3.1.3
4.0.0 4.0.1 4.0.2 4.1.0 4.2.1 4.3.0
43.1 4.3.2 4.3.3 4.3.4 4.3.5

CDMA
4.2.5 4.2.6 4.2.7 4.2.8 4.2.9 4.2.10

GSM and CDMA

5.0 5.0.1 5.1

T—
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Android Versions

Android 3.0, 0.10%
Android 3.1, 1.40%

Android 1.5 0.6% Android 3.2, 1.90%

Android 1.6 1.0% Android 4.0- 4.0.2, 0.30%
Android 40 3, 0.70%

Android 2.1 7.6%
Android 2.2 27.8% / Android 1.5, 0.60%
/ Android 1.6, 1.00%

Android 2.3 - Android 2.3.2 0.5%

Android 2.3.3 - Android 2.3.7 58.1% L //
Android 3.0 0.1% >

Android 3.1 1.4%

Android 3.2 1.9%

Android 4.0 -Android 4.0.2 0.3%

Android 4.0.3 0.7%

*Source: http://developer.android.com/resources/dashboard/platform-versions.html Android 2.3 - 5 3.2,050%
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Extraktionsmethoden

Logische Extraktion

Sende mir bitte deine Emails

10



Logische Extraktion (2)

Kann ich alles deine Bilder haben?

Logische Extraktion (3)

Jetzt noch die Anruflisten, dass ware toll!

~7
\ / ] ~
5

&

Nix da, jetzt ist
aber mal Schluss!
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Dateisystem-Extraktion

Kénnte ich wohl des Dateisystem bekommen?

——

Sicher Kleiner,
viel Spal} beim Dekodieren!

Physikalische Extraktion

Guten morgen, mein Bester!
-

Bitte dieses Programm starten.

e

Hier kommt mein Speicherinhalt.
Mach was draus ©
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Forensic Extraction

Operating
System

s K1 R

'|'1'||'I|II'

N\
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Peripherals
& Chipset

Controllers

Boot

Android OS Loaders

Vendor Hidden
Protocols menus
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® Allerdings verwenden diese Hersteller die
unterschiedlichsten Chipsatze
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Architektur — Flash Speicher

® Die meisten Gerate haben mehr als einen Speicherchip
® Galaxy S|l

- OneNAND - 512 MB TOSHIBA

+ MoviNAND - 16 GB
+ SD Card — bis zu 32 GB

hynix

(inteD gy

—

QLIALCONW\
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#5 — Dateisysteme

Computer Mobiltelefone

Motorola DCT4
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Smartphone Dateisysteme

® Android
= YAFFS2
= FAT32
= Ext2
= Ext3
= Ext4

" i0os
= HFS
= HFS+

® BlackBerry
= PO
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#6 — Dekodierung
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Dekodierung

N

‘\—-—m/

_—

Email

Dateisystem

Dateisystemrekonstruktion

Dekodierung

NAND Device Partition File Record

MBR Boot Record
sms.db part C
pb.db part B
pb.db part |
pb.db part H
sms.db part A
pb.db part C
pb.db part A
pb.db part E

God, it took
so long to get
here!

pb.db part D
sms.db part B
pb.db part A
pb.db part F
pb.db part G
pb.db part J

cellebrife
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Dekodierung

NAND Device
MBR

Physical

Partition

Boot Record
sms.db part C
pb.db part B
pb.db part |
pb.db part H
sms.db part A
pb.db part C
pb.db part A
pb.db part E
pb.db part D
sms.db part B
pb.db part A
pb.db part F
pb.db part G
pb.db part J
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File : Record
I God, it took
1 so long to get
1 here!
|
|
|
|
|
|
|
|
|
|
|
|
. |
File Logical
System |
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Sperrcodes

il 02-de & a8

fd Draw pattern to unlo

Code eingeben

+ Emergency call Notruf Abbrechen

cellebrite
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Wiederherstellung

Weome X trtraction Summary % ==

Extraction Summary ] v gt

[rerr—

GalaxyS

3-=2-21-24-7-5->8

Phane 1 105 Physical 20 e
v e [ Passcode erfolgreich wiederhergestellt

o I Pascode widerhergesel 0022 n 000004

ode erfolgreich wiederhergestellt

Passcode wiederhergestellt: '0022" in 00:00:04, 1oo%

[Der Passcade wurde fr diese Sitzung gespeichert.

< Zurick tu den Extraktionsoptionan

cellebrife
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#8 — Verschlusselung

Passwords

Keychain Decryption a

B Q iPhone_3GS_4.3-4.3.1_Physical_Bxtraction_2¢ =~
B Bdraction Summary =
Welcome X ]/ Extraction Summary X/VFasswords @ x
Table View
SAEELE
# Del?| Access group Account Data Generic attribute | Label Server Service
1 pple | Cellebritet | AirPort
2 com.apple.apsd APSPublicTokens push.apple.com
3 apple qgacellebrite@gmail.com com.apple.itunes
4 o apple Private com.apple.mana..
5 apple aTA AirPort
6 apple 00:19:88:0A:7D:5F MobileBlugtooth
7 apple jack123445@gmail.com smtp.gmail.com
8 apple qacellebrite@gmail.com imap.gmail.com
g apple qacellebrite@gmailcom emtp.gmail.com
5 Installed Applications (37)
(&) Instant Messages (11)
B Locations (2334)
B MMS Messages (1)
L] Moteat——_
E Passwords \'5)>
User Accounts (4)
%] User Dictionary (50)
{] Web History (15)
() Wireless Networks (2}
I[l Bookmarks {0)
Data files .
g (1£526) celebrite
mages e Confidential , not for distribution © Cellebrite mobile data secured
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Decryption of iOS File System

Welcome X ]/ Extraction Summary X }/ Extraction Summary X/V_NEW-ALheader.jpg X
Hex \-"iew‘|Imagen-'i&w File Info

Find: | |
com.apple system.cprotect JEDDSBEGEATEI12D17EACTFENZ2AT432A3FFCI746AC B A40EEAAASEDEC29CEBDBTOCOEFC34DCBECS
Protection class 4
Creation time 7/25/2011 4:37:.07 PM (UTC+00:00)
Modify time: 7/25/2011 4:37:07 PM (UTC+00:00)
Last access time 7/25/2011 4:37:.07 PM (UTC-+00.00)
= General
File size 7368 Bytes
Chunks 1
= Offsets
Data offset (1381BCO00
cellebrife
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Facebook Decryption

Welcome X | Extraction Summary X | Results (facebook) x }"friends.db X | <
Database view | Hex View | File Info |
22
friend phone cell email
meta | feda2731a6d74cf27: 4226852343be012c1f05cc726c16704c | Ocl8le3ef3a73ffb4003dd84e8ecc74b70a722e26afch7680d5325962204165
| 7f9e61d5f73c4d2dd51d1a88bf3a58f0be84a363975d1353263301215f3507h4
v - 43930060846d938f292ab0268607142¢34030203239bfad473dcd99a7eda1948
PhorLe and email b g 22721fce0517h7135240bcbcaa3fa572963be5396a7675c7dd79014d459ef204
| Obaa 4chf005d0ef6cdadecfaf1828da963a50984247aeed71a1d33a12d9
values are encrypted fobaabfddachfonsdDefscdadecta61828d d33a12d
. L 1dsf53ff82ac2390effa40dc2471f63d766871bdf7ebadcabTaeacf492bbashs
| 4b032f399fecd287cd6c02638c8202dc0620069cSfc412781737dboccafLf65
Decryption of email

8 Wekome X| Edtratinsumswy X Facebook (84) X and phone details v x
|| Table View |
Al 2343 ) 1
[ # Del? Neme Entry #1 Lriry #2 ~
» B0 Roxanns Wemon 507492149 |hitp:iprofie.akfbxdn.netho.. | 1514726591 22 e acebook
@2 Ron Serber SH0226107  hitpifo. skatic. ok, ocdnneths. | ron@estebee. com Facebook
@3 Roberto Ashienan STH6953S  hetprffpeotie.sk.focdn.nettp. J ) robertroa@omal.com Facebook
4 RuthBouganm 624919218 hetp:ffpeoflle.ak.focdn.nettp. | ) rnahbougenmigmal.com
s Roy Mainar 765711288 hitpeffpechie-ok. focdn.retbo.
Ee Efrat Lowy 22669099 hap:{fpeotiesk.focdn.rathp JE | efrata@omal.com
=7 Enay Beres-Alpern S2XIST67  hitpelfowofie. k. focdn.nettp. | B ensvberesbotmad. com Facebook
(=] Eyal Merel 00287956 htpefpeofle.sk.Focdn.nettp. B eyshpearel.con Facebook
(2k] Elad Raz T22610272 hetp:ffpeofibe ok focdn.nethp. g\ 972508537190 B 972777837150 rasperegrty o) . Facebook
@10 £ Shaked 7251403 hetpsfipeotie.akfocdn.netbo. - low.shakedgmat com Facebook
@n £6o Fuchs 1421687506 htp:ffpeolie.sk.foxdn.retto. | edofucrs@omat.com Facebook
Ll Mchsl Sebar SIONIES  hitp:fjorofie s fbedn.natbo | I 972606457467 suchalseher By shoo.com Facebook
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Tiger Text Decryption

[ Physical Analyzer

EEEEL | S
[Projectree a]
=

= ﬂ iPhone_4_{G5M)_434-435_File_5
-B8 Bdraction Summary

~[% Device Info

& Images

#== Memory Ranges

== File Systems

i =) Archive

Analyzed Data

[ Application Usage (2)

Chats (5)
A2 TigerText (5)
- Installed Applications (33)
B Locations (1601)
4 SMS Messages (1)
[%] User Dictionary (3)
() Wireless Networks (1)
Bookmarks (0)
Data files
Images (1630)
-8 Videos
o3 Audio
[ Text 51

| B Databases (59)

File View Tools Python Plug-ins Report Help

Welcome X }/ Extraction Summary (rTigerText (5 x
Table View
GREDRE

# Del?| Expand

Identifier Start Time

Participants

Last Activity

3 o Bpand . -
4 o Bpand [ oL ]
575 Bpand vl -, .-
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#9 — Geloschte Daten
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Geloschte Daten

B
i22 NAND
i) 45 SE: Vitual Parttion 0

Speicherbereiche

£ SE: Vinual Partition 1

-{=i Dateisysteme
== Sony Ericsson FS

5 _ARD
5 _SB
BOOT
-] FOTACXC
[T PCORECHC
[T} ehene_acc.cxe
[ phone_app cxc

Python
EEEArXd

Plug-ins

Report  Help

[T B4ADscrptCache

[T B4ADscrptCache

[T Bookmarks db

[ Cachedb

[T Calendarsdlitedb

[T cal_history.db

[0} caldatadb

[T chatStorage salits

[T Giylnfo.db

[0 claritas.db

[ clausdtsalte

[T com.zpple AdLib

[Z) com.apple iAd.cookiedb
[T com.apple ftunesstored 2 saltedb

consoldeted db >

Corttacts data

[ countyCode sqite
[T) detasqite

[C) Databases.db

[T ddd.tdbm

[T delvenrepotstors.db
[T Dynamicitdb

@ Wo

Jess James

k15148697243

BoundingBoxes_node
BoundingBoxes_parent
8oundingBoxes_rowid

Boxes

CdmaCellLocation
CdmaCellLocationBoxes
CdmaCellLocationBoxes_node
CdmaCellLocationBoxes_parent
CdmaCellLocationBoxes_rowid
CdmaCellLocationCounts
(CellLocati
CellLocationBoxes
cellLocationBoxes_node
CellLocationBoxes_parent
cellLocationBoxes_rowid
CellLocationCounts
Names

Points

wifiLecation
WifiLecationCounts

OODDooDoDDDDoD oD DD Do oo o

102
105
108
108
110
111
115
115
123
124
131
132
124
140
140
141
142
143
145
146

0

7682

16648
2582

32017
61786

65288
4380

20773
8748

12844
12388
17698
16385
17442
17186
14114
13030
8748

o ooocooooooooo0oo o000

5212254105
33.86618613
4235637448
38.91247808
34.0650761

39.2601823

48.83945636
33.91740559
40.90331553
35.63364004
33.91151403
40.76485208
40.77140091
38,37317883
40.73182939
37.74893545
38.00547265
37.72787242
37.23366761
43.66575717

Longit
475165

-118.134)
-79.9726}
-76.9833
-84.02224
-118.278)
2357784
-117.521
72.5378]
-84.1813
-84.3947]
-73.6910)
-73.7127}
-122.650)
-73.9912]
-122.244]
-122.343
-121.520)
-121.504]
-79.3508)

oo

1
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GARMIN.
1111 1111111111 - . ™
MotionX

1111 111
1111111111 111 1111 text By Fullpower

111 111111 11111111

11111 11111111 11 © Viber ‘ h Gg ]
FREE YOUR CALLS!™ C@

way |o go
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Decoding

Phone Data
Application Usage Calendar Call Log Chats Contacts Installed Applications
— ] m —
i ] & B '
‘ 15 (0) | | 446 (5) | | 34 {0) | | 4 (0) ‘ ‘ 1049 (a5) | | 39 (0)
Instant Messages IP Connections Locations MMS Messages Notes Passwords

&) Q K a &

‘ 9 (0} | | 95 (0) | | 508 (0) | | 2 () ‘ ‘ 17 (0) | | 13 (0) |
SMS Messages User Accounts User Dictionary Web Bookmarks Web History Wireless Networks

(2 . w I ()

0O = Al L] /N
Cowe || owve || mse || se | o || =so |
Data Files

Images Videos Audio Text Databases Configurations

& =] e = "

ez E o
‘ 10245 (68) | | 19 (0) | | 141 (0) | | 170 {2) ‘ ‘ o8 (0) | | 3032 (106) |

celebrite
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SQLite Database

4 Databases (33)

-%acwun{sdb

® Great sources for information Qomte
. [5t ApplicationCache dbjoumal

® Available and deleted databases E""
® Deleted entries from a database L

[5Gt com.android phone_preferences xml bak
® Ability to view tables and content Lot
® Search s

Easily search for additional vital information

Herausforderungen

( Vielfalt an )
Smartphones Physical / File System / Logical
Herstellern, Betriebs- Extraction aller mobiler
\. systemen J Endgerate
4 N\
Gesperrte Geréte Umgehen von Sperren
| J/
( ) Entschlisselung
Datenverschliisselung verschlisselter Inhalte
( ) Wiederherstellung aller Daten
Geldschte Daten
p . Auswertung von 500.000+
App‘s
App‘s, App‘s, App'‘s °P
| J/

cellebrife
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Auswertung

25012011 2362UTCA) o, +T4195888351 Hame
“ 250120112030 00(UTC-0)
¥ g9 25012011 20:30.00(UTC-Q)
4 s 26012011 194500(UTC-0) 1t goasesi sts
CRE] 201 194500UTC-0) o bt g0-ascal fams
%2 - 25012011 13180UUTC0) Tor +14185635306 Mon Am. Jarive dns 8
¥ s - 25012011 181 UTC+0) From: 185635306 Mon_ \where are you?
CIRET ‘ BOIZNIGETIUTCA)  To +141S57020990ad  Algh et ulofor love
¥ s - 25012011 130528UTC0)  From | m waiing for Marisa mormy & ¢ 3 meeing Love you
¥ % 25012011 1904 43(UTC-Q) In 15 how 1 u guys.
e - 25,01 2011 1904 19(UTC-0) Have vou sived scn
GRS - 25012011 1835 54UTC-0) Rogers welcomes you abroad Travel Packs help you save b,
IR - 25012011 18:3336(UTC+0) Haha clest bonl
9 100 5 2801 2011 1831 OHUTCA0) T T U —— [E=rEE=—)
AL - 2011 18:27 40(UTC»0) . T
7w - TS0 BTWUTCT) | From 1187 Bt S e
# 03 25012011 18:24 48(UTC-Q) To: «1418!
9 10s - 012011 IBZAGUTCA)  From + 14185 a
¥ s » 25002011 170405UTC)  Tor w1417
CIRRTS @ - 118.08.02UTC0) e o e P o &
7 e o Email 2501 2071 160802(UTC+0) scon Coacting Acade Eingabewert GroB-/Keinschreibung  Ganzes Werl Farbe
Sustin Robert [
T Ingantiiessage 201 154642(UTC0)  From: 23304772 Kayles fuenen _DiEy
To: 22CC2C18J Reb Teilchen A
vl b SMS 5012011 1546170UTC+0)  Ta: +14185635306 Man Am. Kekse B <
4 RE] 5012011 1548 5HUTC-0)  From. «14185638306 Men
=INETF Insanessage 25012011 15450UTCA0)  From 22CCC1BJRch Hitins [_ IO
To: 23904772 Kayhes Pistachen - X
@ v |SMS 25012011 1545Q7UTCHD)  To: +14185635306 Mon A
7 e intaniblessage 25012011 1544 320UTC-0)  From 23304772 Kaples
To: 22CC2C18.4 b
@ s sws 250120111542 5(UTC+)  From 14185635306 Mon
z v sMs 25012011 1542 12UTC-0) o 14185635306 Mon Am
@ Insaniblessage 25012011 1541450UTC-0)  From 22CC2C18. Aok
To: ZTATT2 Kevles | aox Abbeschen || Bnwender
¥ e T 25012011 15412UTCA) From 14185635306 Mom
@ Insandessoge 25012011 153810UTC)  From 23304772 Kayles -
To: 2CC2C18) Aeb
Ci ¢ Instanthles: 2 53T AUTCH rom: 22CC2C18 J Rt u u had class? H
2 Insianlessage OEWLTRZE IR b cellebrite
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